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NERSC supports a large number of users and projects
from DOE SC’s experimental and observational facilities
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Model case

Experiments at ext. facilities use high
frame rate 2D detectors for their
science.

Hosting data & compute on site has
become increasingly demanding.

Requirements

Planning (HPC as reliable partner)
o machine-readable status
Resiliency (needs failover)
o compatible interfaces
Realtime (can't wait in queue)
o workflow endpoint
Services (portals, data, db)

llllll
o

o
ooooooo

Plan / Check availability of NERSC resource for

experiment.
e check status / accounts

Get raw data to NERSC, when experiment is live.
e move data

Start analysis job quasi synchronous with data
e submit job / monitor job

Gather feedback, ideally immediate.
e download / execute command

Move data and results to archive after analysis.
e move data
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The API
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Drivers:

Meets a critical need; automation j
Unattended operation; mip
Track/submit large nu
Interface with collaboy

no_longer optional ¢ Complex
workflows

network
e Data-driven

hines projects

* Real-time compute
and streaming
data from
instruments

NERSC becomes “mac
Enables easier creati

“ NERSC inside™’ closed-loop
workflows

Less DIY: simpler, standardized ython, etc)
Stable refactor target for established projects or easier on-ramp for new ones
Contribute to HPC interface standards for portability
Authentication and security models

¢ Automation
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What specifically can the API do?

Vision: all NERSC interactions are callable;
backend tools assist large or complex operations.

Endpoints prototyped or in prep:

/status query the status of NERSC component system health

/account data about the user’s projects, roles, groups and usage information.
/compute run batch jobs, query job and queue statuses on compute resources.
/storage move data with Globus or between NERSC storage tiers

/tasks get info about asynchronous tasks (eg. from /compute or /storage).
Jutilities traverse the filesystem, upload and download small files,

and execute commands on NERSC systems
/reservations submit and manage future compute reservations (coming soon)
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Action

Manual steps

With SuperFacility API

Check status

Test SSH or ping specific services for
status

Query the /status API endpoint if resources are
active.

Submit job SSH in and submit jobs with Create jobs using POST calls from a script or Spin
sbatch ... service to the /compute endpoint.
Monitor job SSH in (again) and do Consult the /compute and /tasks endpoints.
squeue | grep | sort |
Plan ahead Read the NERSC MOTD to see if any Query the /status/outages/planned API
down time is planned endpoint for planned outages
Move data SSH in and run file transfer tools to move POST to the /storage API endpoint.
data
Check Log into "lris" (our accounting web app) Query the /account API to get the same
account and check allocation account balance. information.
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Model use

Experiments at ext. facilities use high
frame rate 2D detectors for their
science.

Hosting data & compute on site has
become increasingly demanding.

Requirements

Planning (HPC as reliable partner)
o machine-readable status
Resiliency (needs failover)
o compatible interfaces
Realtime (can't wait in queue)
o workflow endpoint
Services (portals, data, db)

llllll
o

o
ooooooo

Plan / Check availability of NERSC resource

for experiment.
e /status (/reservations)

Get data to NERSC, when experiment is live.
e /storage

Start analysis job quasi synchronous with data
e /compute /tasks

Gather feedback, ideally immediate.
e /utilities /storage

Move data and results to archive after analysis.
e /storage
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A science example
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. - MOLECULAR
National Center for Electron Microscopy FOUNDRY |Ia

The MF provides state-of-the-art expertise, methods, and instrumentation in
nanoscale science in a safe environment free of charge

NCEM is one of 7 facilities in the MF (about ~1/3 of total proposals and staff)
Staff Scientists work in a 50/50 model: 50% of their time is spent on user research
and 50% of their time is spent on internal research. User research is often highly
collaborative.

We are leaders in:
e high resolution

tomography

in situ

soft materials

ADSTEM

image simulation
electron detector Y. Yang, C Ophus, M. Scott, P. Ercius, J.

Miao, et al., Nature (2017)

technology
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Natlonal Center for Electron Microscopy ..

] Server with @ Distiller @
FPGA module |mmmmp | Receiver Flash Buffer |nttp | App » o
p
2 A / t
FPGA module |mmmm| Receiver " o
u) (
5P| SF AP ]
FPGA module |mmmmp| Receiver Q T
= ~ Community . O
i i1
FPGA module |mmmmp | Receiver 20Gb/s .Fl e System | o
_ 120Gb/s (1 & ,
. uses NERSC to process large data sets o. Ly CSCRATCH Process
live during experiments 2 .BurStBuffer @Cori
* 87,000 Hz (480 Gbit/s) readout (typical STEM scanning rates) |
* 1kx1k scan is 650 GB captured in 15 seconds PSCRATCH Pr|C:)>CG|SS .
* Data pipeline: FPGA = RAM -> Flash storage = Sparse HDF5 | @Perimutter

15 sec@ 140 sec @ 5 min
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distiller.bl.gov

NCEM - Distiller app

Location Created Progress

D
credits: Chris Harris @ Kitware, Peter Ercius @ NCEM . PP ——— o
20T12:38:39.093661
distiller.Ibl.gov, ; 2021-10-
- 57 287 MgFe single atom V4 12855132192 20T12:20:40.864354 (]
l‘ " 2021-10-
. a1 280  PZnSP 4 BEARIR. ori54148 407279 °
; 2021-10-
Scan ID 288 . 46 279 PiZn-SP512x512 4 12885132192 {oT15:00:01.756816 °
Location 128.55.132.192 . 202140
45 217 PZnSP 4 TBSOIRR or1a4745 569347 °
Created 2021-10-20T712:38:39.093661 " % 2021-10- )
S RIZRSE: ’ 1288132192 19T14:09:30.814900
Progress Q
- Ky 2021-10-
43 275 PtZn-SP 4 2082 19T14:01:24.432805 °
, 2021-10-
0 274 PtZn-SP Va 126.55.132.192 (V]
Notes MgFe single atom; 1kx1k #* - PSSt
Ky 2021-10-
. 3% 213 PZnSP 4 TPBSSARAR 9713:50:25.172063 °
-+ TRANSFER COUNT
Ky 2021-10-
- 37 212 PZnSP 4 12850152192 51134821 832361 °
Jobs . 2021-10-
49 2711 PZnSP 4 1288515212 51130154 504319 °
;> 2021-10-
D Type Slurm ID State . 47 270  PtZn-SP 4 (LR 19T13:01:07.076319 °
49 48771314 (V] 5 202110
. 42 269  PZnSP 4 T2BSBARARZ. 9713.0045756318 °
42 -+
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81

80

74

n

70

57

41

307

288

287

280

Notes

STEMH some lattice

STEMH better alignment

STEMH 512x512 100p Au on edge

512x512 8mm CL

512x512 Au

512x512x4 Au

512x512x4 Au

128x128 Au

MgFe single atomy; 1kxlk

MgFe single atom

PtZn-SP

Location

12855132192

12855132182

128.55.132.192

12853132192

128.55.132.192

12855132192

12855132102

12635132192

12855132102

12635132192

12855132102

128.55132192

coel

128.55.132.192

128.35.132192

corl

12855132102

Created

2021-11-
04T17:13:04 090986

2021-11-
04717:10:50.558984

2021-11-
04716:54:53.814969

2021-11-
04716:06:10.726925

2021-11-
04715:54:21.766914

202111
03716:19:13.325631

2021-11-
03715:51:44.517606

2021-11-
03T15:41:57.041597

202111+
01713:05:29.114843

2 <10~
2 4:03:03.12183%
2021-10-
22713;23:56.489800

2021-10-
22713:19:35,2637%6

2021-10-
20712:38:39.093661

2021-10-
20712:20.40.864354

2021-10-
19715:41:48.427279

Progress

4


https://docs.google.com/file/d/1Y0c7IybRSmdbTKuhfg_Rspvp9akQSPbR/preview

How to use the API

=
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Superfacility APl Basics

https://api.nersc.qgov/api/v1.2

* Aunified programmatic approach to accessing NERSC

«  REST API with json input/output

» Standards-based authentication

* End user docs and examples:
https://docs.nersc.gov/services/sfapi/

~ 4M logged
requests
since May,

= one request
every 3 sec

Swagger documentation:

* Interactive, up-to-date and self-documenting
« See endpoints, payloads, example code
«  Works with any dev environment

< C ® © @& https://api.nersc.goviapivi2/ = & ¢ Qs
@ Getting x

Getting Started [ Bash scripti e
Superfacility AP

Japiiv1.2/swaggerjson

scripting chea... Mg} Issues - csg - Git

AP access to NERSC

meta i ion about this ity AP i

status NERSC component system health

‘ /status

‘ m /status/{name}

account Get accounting information about the user's projects

‘ /account/groups

‘ /account/groups

‘ /account/groups/{group}

| PUT /account/groups/{group}

‘ /account/projects

‘ /account/projects/{repo_name}/jobs

‘ /account/roles
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https://docs.nersc.gov/services/sfapi/
https://swagger.io/docs/specification/about/

How to get your hands on the API

As a user;

e The /status endpoints are all public.

e Every NERSC user can get API access to non-public
endpoints via Iris https//iris.nersc.gov

o Profile -> scroll down to "Superfacility API Clients" tab
o R/W clients require filling out a form

e Getting started documentation available at
https://docs.nersc.gov/services/sfapi/

As an HPC facility:

e Please get in touch with us if you have question on
how to build an API at your facility.

o benders@lbl.gov (Bjoern Enders)
o djbard@lbl.gov (Debbie Bard)

Create a New SuperFacility API Client

@ Workflow Type Client:
30 day lifetime (until 7/30/2021), read/write access
This option is useful for long-running scripts such as a continuous automated
workflow.

O Monitoring Type Client:
180 day lifetime (until 12/27/2021), read-only access
This option is useful for when you only need read-only access, such as a monitoring
dashboard.

Client Name

[ Client name

Comments

Notes about this client

v

Source IP Range (CIDR)

IP range in CIDR format ] [ IP Presets V]

IPv4 ranges must have /24 or greater suffix

Create Client Cancel
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http://https//iris.nersc.gov
https://docs.nersc.gov/services/sfapi/
mailto:benders@lbl.gov
mailto:djbard@lbl.gov

Example use

Experiments at ext. facilities use high
frame rate 2D detectors for their
science.

Hosting data & compute on site has
become increasingly demanding.

Requirements

Planning (HPC as reliable partner)
o machine-readable status
Resiliency (needs failover)
o compatible interfaces
Realtime (can't wait in queue)
o workflow endpoint
Services (portals, data, db)

llllll
o

o
ooooooo

Plan / Check availability of NERSC resource

for experiment.
e /status (/reservations)

Get data to NERSC, when experiment is live.
e /storage

Start analysis job quasi synchronous with data
e /compute /tasks

Gather feedback, ideally immediate.
e /utilities /storage

Move data and results to archive after analysis.
e /storage
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iii

File Edit View Run Kernel Git Tabs Settings Help
B t C ¢ | [Wisc21 demo.ipynb ° o
FAVORITES B+ XD O » m C » Code v ® &t s
{"id": '703", ‘'status': 'new', 'result': None}
B SHOME {'id': '703', 'status': 'new', 'result': None}
B $SCRATCH {'id": '703', 'status': 'new', 'result': None}
{'id': '703', ‘'status': ‘'new', 'result’': None}
FILE BROWSER {'id': '703', 'status': 'new', 'result': None}
{'id': '703', 'status': 'new', 'result': None}
Filter files by name Q {'id': '703', 'status': 'new', 'result': None}
- {'id': '703', 'status': 'new', 'result': None}
M/ - /benders /[ apidemo/ tr {'id': '703', ‘'status': ‘'new', ‘result': None}
Name - Lastwoaties BTSN e ol e
s 2 § A :
W isc21_dem.. a minute ago {'id': '703', ‘'status': 'new', 'result': None}
D job.sh a minute ago {'id': '703', ‘'status': 'new', 'result': None}
P % {'id': '703', 'status': 'completed', 'result': ‘'{"status": "ok", "jobid": "43778070", “"error": null}'}
12.py inutes ago
D slurm-437.. seconds ago Check queue status, wait for job to complete.
M test.tif 2 minutes ago

Simple L) 0 1@

| (211]:

L1,

print(api(“compute/jobs/cori/"+jobid+"?sacct=true"))

{'status': 'ok', 'output': {'workdir': '/global/homes/b/benders/apidemo', 'wckeyid': '@', ‘'wckey': '',
ders', 'uid': '74824', 'tresusageouttot': '', 'tresusageoutmintask': '', 'tresusageoutminnode': '', 'tresusageoutmin': '', ‘'tresusageoutma
xtask': '', ‘'tr geoutmaxnode': '', 'tr geoutmax': '', 'tresusageoutave': '', 'tresusageintot': '', 'tresusageinmintask': '', 'tres
usageinminnode': '', 'tresusageinmin': '', ‘'tresusageinmaxtask': '', 'tresusageinmaxnode': '', 'tresusageinmax': '', 'tresusageinave': '',
'totalcpu’: '00:00:00', 'timelimitraw': '10', 'timelimit': '00:10:00', 'systemcomment': '', 'systemcpu': '00:00:00', 'suspended': '00:00:0
9', 'submit': '2021-07-01T23:47:41', 'state': 'Rl ', 'start': '2021-07-01T723:47:46', 'resvcpuraw': '320', 'resvcpu': '00:05:20', 'rese
rved': '00:00:05', 'reservationid': '', ‘reservatdon': '', 'reqtres': 'billing=64,cpu=64,node=2', 'reqnodes': '2', 'reqmem': '118Gn', 'req
gres': 'PER_NODE:craynetwork:1', ‘reqcpus': '64', 'reqcpufreqgov': 'Unknown', 'reqcpufregmax': ‘Unknown', ‘reqcpufregmin’: ‘Unknown', ‘req
cpufreq': 'Unknown'}, ‘error': None}

'usercpu': '00:00:00', 'user': 'ben

Read from the slurm output file

slurmfile = home+"/apidemo/slurm-"+jobid+".out"
response = api("utilities/command/cori”, { "executable": "tail "+slurmfile }, as_form=True)
if isinstance(response, Task):

print(response.wait_for_result() [‘output'].strip())

Extract the file
We could just copy paste from above or us this one-liner to search the output for the saved file.

£ilaoanazolltortaingosolrluamtileerilmtaddbisas ittt auithisSaninond ) B) o et ointlnsol il L)

PtyPy | Idle Mem: 310.88 MB

Saving completed

Mode: Command @& Ln1,Col1 isc21_demo.ipynb


https://docs.google.com/file/d/1cA7JYknOiNN1AoV0buYt2p7vx_DrbqDf/preview

= sc21.d0e.demo_perimatter @

B + XO B » = C » Markdown v o sfapi O

- - > g

Poll @4:{'id': '2236', 'status': 'completed’', 'result': '{"status": "ok", "jobid": "484275", "error": null}'}
{"status": "ok", "jobid": "484275", “"error": null}

Check queue status, wait for job to complete.

[338]): #print(json.dumps(api("compute/jobs/perimutter/"+jobid+"?sacct=true"), indent=2))
print(api("compute/jobs/perlmutter/"+jobid+"?sacct=true") ['output'] ['state'])
RUNNING

I Read from the slurm output file

[334): slurmfile = home+"/apidemo/slurm-"+jobid+".out"
response = api("utilities/command/perimutter"”, { “"executable": "tail -n 20 "+slurmfile })
if isinstance(response, Task):
print( respInse.wait_for_result( ) ['output'].strip())

Poll @3:{'id': '2237', 'status': 'completed', 'result’': '{"status": "ok", "output": " s subpix : linear\\n x update_object_first :
True\\n =* overlap_converge_... : 0.85\\n * overlap_max_itera... : 10\\n x* probe_inertia : 1e-09\\n * object_inertia : 0.0001\\n *
fourier_power_bound : None\\n * fourier_relax_factor : @.05\\n * obj_smooth_std : None\\n * clip_object : None\\n * probe_cente
r_tol : None\\n * compute_log_likel... : True\\n x* probe_update_cuda... : False\\n x* object_update_cud... : True\\n =x* fft_lib

: reikna\\n * alpha : 1.0\\n * name : DM_pycuda\\

s=== =\\nIteration #10 of DM_pycuda :: Time 1.249\\nErrors :: Fourier 5.94e+01, Photons 4.73e+01, Exit 3.51e+@01\\n", "error": null}'}
{"status": "ok", "output": " % subpix : linear\n =* update_object_first : True\n * overlap_converge_... : 0.05\n x overlap_max_it
era... : 10\n x probe_inertia : 1e-09\n x object_inertia : 0.0001\n x fourier_power_bound : None\n x fourier_relax_factor : 0.05\
n % obj_smooth_std : None\n % clip_object : None\n * probe_center_tol : None\n * compute_log_likel... : True\n * probe_upd
te_cuda... : False\n x* object_update_cud... : True\n x fft_lib : reikna\n * alpha : 1.8\n * name $
DM_pycuda\ \nIteration #10 of DM_pycuda :: Time 1.249\nErrors :: F
urier 5.94e+01, Photons 4.73e+01, Exit 3.51e+01\n", "error": null}

* subpix : linear

* update_object_first : True

* overlap_converge_... : 0.05
* overlap_max_itera... : 10

* probe_inertia : le-09
* object_inertia : 0.0001
* fourier_power_bound : None
* fourier_relax_factor : 0.05
* obj_smooth_std : None
* clip_object : None
*

probe_center_tol : None
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https://docs.google.com/file/d/1vcZDGLLM-k7XJRrv8RWSdMr4KDDzeCrJ/preview
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Roadmap

Note: You don't need to register your client or use tokens if you only call endpoints that
read API info or get system statuses.

Client Name

« Clients and Tokens with more granular scope (~ weeks)

Comments (optional)

o new client interface (draft see right)
o more source IP ranges per client

csnavely

Which security level does your client need?

o short-lived full featured clients without manual review
) SF API to retire NEWT (~ months) Ir:aen‘;gdms‘oﬂimsandnumberoHPaddressranges.Chnosemenigne‘stsecurllyIevelyourappllca(ion

Green Yellow Orange Red
H . 16613'?3;)5 8 ?F"J rl::\{;ses 8 ?Ig g:l{]sss 2 Ii s:r)\’;es
o login-based route to get tokens for mynersc, science . T | .
——
gateway apps or other web apps. -
I (—— R I
. Get user:s projects All green functions + All yellow functions + All orange functions +
» Common AP interface (~ year) ShE- HEEE SR, SEE
Get info about a job Start a transfer Can be made valid for
: : Lt aarectory Uplosaasmallle R aress ranges win
o a set of endpoints/methods that work with many St
fa Ci I i ti e S IP address range(s) (In CIDR format). Suffix must be /24 or higher.
+ +) IP Preset s [0 Delete Selected

O We're talklng Wlth CSCS (flrecreSt API), HPCS@LBL, 128.55.206.0/24 (Spin)
S3DF@SLAC, OLCF

Office of

Science



<) > C @ © [ localhost:3000/job-logs?id=36174524&status=Incomplete o @ & Q Search i @ P ® W

. Getting Started Mg Issues - csg - GitLab " Administrative Supp... : Globus JupyterHub v Johns Hopkins Coro... ““' Haiku error messag... %} NERSC / consulting ... Cori_SW_owners_lis.. & NERSC Users Group...

SMF#0 (a)

Soren Bear
Gabor Torok
Bjoern Enders

—— err_fmag 81.63% of 1.70e+02
~—— err_phot 31:38% of 4.65e401
err_exit 37.05% of 3470401

/global/cscratch1/sd/benders/ptypy/plots/minimal2
/minimal2_DM_0020.png

U.S. DEPARTMENT OF Office of

ENERGY Science



https://docs.google.com/file/d/1o6Y4nqwMnfIYYp1Ea48f9eSqCbbgrgWx/preview

Outreach

e High-level overviews of the API have been given at workshops and meetings oriented toward
software development, such as the DOE Workflow Workshop and Hack-a-thon and NERSC
GPUs for Science Day, both in 2019.

e A proof-of-concept demonstrations with Jupyter notebooks were shown at the DOE exhibition
booth at SC'19 and SC'21 (the latter already with Perimutter)
(https://scdoe.info/demonstrations/)

e Adetailed presentation of the API architecture and usage coupled with a Jupyter-based
demonstration was given at the Superfacility Project Demo Series in 2020.
https://www.youtube.com/watch?v=dmbBJmMUErU&list=PL 20S5EeApOSsv6RVG6mOI6tx2w
Mp2T4PP&index=3

e A paper was published with the ISC’21 SuperCompCloud workshop and accompanied by a
presentation “Automation for Data-Driven Research with the NERSC Superfacility API”

e Science examples of earlier adopters were presented at a SC’'21 BoF about HPC APIs.

o Building an HPC APl community.
e We're in touch with OLCF to adapt a similar API for their facility
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https://scdoe.info/demonstrations/
https://www.youtube.com/watch?v=dmbBJmMUErU&list=PL20S5EeApOSsv6RVG6m0I6tx2wMp2T4PP&index=3
https://www.youtube.com/watch?v=dmbBJmMUErU&list=PL20S5EeApOSsv6RVG6m0I6tx2wMp2T4PP&index=3
https://link.springer.com/chapter/10.1007/978-3-030-90539-2_22
https://drive.google.com/file/d/1fPdgnY_2bvwij9zVyYpBPwvfZGrlsvkp/view?usp=sharing

